[Tpunoxenune Ne 10

k npukazy AHO /IO «llapk «Ilarpuor»
uM. ['epost PO Cepadumona M.B.»

ot 13.05.2026 1. Ne 135

PaccmoTrpeno Ha o61ieM coopanuu
padoraukoB AHO J1O «Ilapk «ITatpuoT»
uM. ['epost PO Cepadumona M.B.»
(mpotokon Ne 1 ot 27.10.2025 1.)

Yr1Bepxkaeno Coserom AHO J1O «Ilapk
«[latpuor» um. I'epost PO Cepadumona M.B.»
(mpotoxou ot 22.04.2026 1.)

HNHCTPYKLIUA
10 AaHTUBUPYCHOM 3alIuTe HHPOPMALMOHHBIX CHCTEM MEPCOHATbHBIX JaAHHBIX
ABTOHOMHOM HEKOMMEPYeCKOH OPraHU3auu J0NOJHUTEJIbHOI0 00pa3oBaHus
«Boenno-narpuornyeckuii napk Pecnyoauku bamkoprocran «Ilatpuor> uMenn
I'epost Poccuiickoii ®enepaunu Cepapumoa Makcuma Biaagumuposuya

1. O0mme nos10KeHU

1.1.  Hacrosmas MHCTpyKIHs IO aHTUBUPYCHOM 3aIUTE HHPOPMAIIMOHHBIX CUCTEM
nepcoHaNnbHbIX JaHHbIX (manee - Muctpykuus) onpenenser B AHO /1O «Ilapk «IlatpuoTr»
uM. ['epost PO Cepadumona M.B.» mops1ok opraHu3aiiuu aHTUBUPYCHOM 3aIlIUTHI, TOPSIIOK
JNeHcTBUN aMHHHUCTpaTopa O€30MacHOCTH M TO0JIb30BaTelned HMH(OPMAIMOHHBIX CUCTEM
NEPCOHANbHBIX JaHHBIX (Jajee — HWHPOPMALMOHHBIE CHCTEMbI) MpH OOHApYKEHUU
BPEOHOCHBIX KOMIIBIOTEPHBIX IPOrpaMM (BUPYCOB).

1.2.  CoxkpaiueHusi, TEepMHHBI U OIPEACICHHUS.

B HacTosield MHCTpYKIMM HCIIOJIB3YIOTCSI COKpALEHUs, TEPMUHBI U OINPEACIICHNUS,
MpUBEICHHbIE B Ta0nuIax 1 u 2 COOTBETCTBEHHO.

Tabnuna 1 — I[lepeueHs cokpaiieHui

Coxpauenue Pacumgposka cokpamenuns
OCTIK Poccun ®enepanpHas Ci1yk0a 0 TEXHUYECKOMY U SKCIIOPTHOMY
KOHTPOJIIO
AnTtusupycnoe [10 ITporpamMMHOe obecrieueHue CpeacTB AHTUBUPYCHOM 3aIUThI
Bpenonocnoe I10 BpenonocHas koMIploTepHas mporpamma (BUpyc)
APM ABTOMaTH3UpPOBaHHOE pabouee MEeCTO
I1/1x IlepconasbHbIE JAaHHBIE
1o [TporpamMmmHoe obecrieueHue
CBT CpencrTBa BBIYMCIUTEIBHON TEXHUKN

Tabnuna 2 — [lepeyeHb TEPMUHOB U ONIpeACIICHUN

Tepmun Onpenenenue HUcrounuk
AMUHHUCTpATOP PaboTHHK, OTBETCTBEHHBII 3a
0€e30I1aCHOCTH o0ecrieuenne 0€30IMaCHOCTH

MH(OPMAIIMOHHON CUCTEMBI
MEPCOHATBHBIX JTAHHBIX

NIEPCOHAIbHBIX JaHHBIX B
MH(OPMaLIMOHHOM CHCTEME
NIEPCOHAIBHBIX JAHHBIX
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Tepmun Onpenesenne HcTounuk

(amMuHUCTpATOP
0€30MMacCHOCTH)

Bpenonocnast mporpamMmma [Iporpamma, npenHa3HAYCHHAS IS I'OCT P 51275-2006
OCYILECTBIICHHS
HECaHKIIMOHUPOBAHHOIO JOCTYTIA K
uHpopManuu 1 (W) BO3ACHCTBUS HA
MH(OPMALIHIO UK PECYPCHI
MH(POPMALIMOHHON CUCTEMBI

Nudopmannonnas cucrema CoBOKyYITHOCTB, conepxarieiics B 6azax | [[OCT P 51583-2014
JTaHHBIX HHQOpMAIIH U
obecreunBaronux e 00padboTKy
WH(OPMAIIMOHHBIX TEXHOJIOTHH U
TEXHUYECKHUX CPEJICTB

Bupyc (koMIbrOTepHBIN) Bpenonocnast mporpamMmma, criocooHast I'OCT P 51275-2006
co3/aBaTh CBOM KONUU U (WIN) Apyrue
BPEIOHOCHBIC ITPOrPaAMMBbI

MalnHHBIIA HOCUTEb MarepualibHbII1 HOCUTEb,
uHdopManuu MCIIOJIb3YEMBIH JIJIS IEpeIaun 1
XPaHEHUS 3alUIIaeMOi HHPOpMAITHH
(B TOM 4mcIIe MepCOHANbHBIX TaHHBIX
(manee — [1J1H)) B 2JIeKTPOHHOM BHUJIE.

[TepcoHanbHbIe JaHHBIE JIro0ast nHpOpMAIHS, OTHOCSIIASACS denepanbHbI 3aKOH
IPSIMO MJIM KOCBEHHO K orpeneneHHoMy | ot 27.07.2006 Ne 152-
WIN OIIpeiesiseMoMYy (pU3MUECKOMY @3 «O nepcoHaIbHBIX
vy (CyOBEeKTY IepCOHAIBHBIX JTAHHBIX)»
JTAHHBIX )
1.3. IlepeueHb HOPMATHBHBIX TIPaBOBBIX aKTOB, Ha OCHOBAaHUU KOTOPBIX

pa3paborana MHCTpyKIUS:

- ®epnepanbHblil 3aK0H 0T 27.07.2006 Ne 152-03 «O nepcoHaNnbHbIX TaHHBIX);

- nmocranoBnenue [IpaBurensctBa Poccuiickoit @eneparuum ot 01.11.2012 Ne 1119 «O6
YTBEP)KJIECHUU TpeOOBAaHUN K 3allUTe NEPCOHAIBHBIX MAHHBIX NpU HUX 00paboTke B
UH(POPMAIIMOHHBIX CUCTEMAaX NEPCOHATIBHBIX TAaHHBIX);

- npukaz OCTIOK Poccum ot 18.02.2013 No 21 «OO6 yrBepxkaenuun CocraBa U
COJICp)KaHUSI OPTaHU3AIMOHHBIX W TEXHUYECKHMX MEp MO OO0ecCleueHUur0 Oe30MacHOCTH
NEePCOHATBHBIX JTAHHBIX MPU UX 00paboTKe B MHPOPMAIMOHHBIX CHCTEMaX MEPCOHAIbHBIX
JAHHBIX.

1.4. Tlonp3oBarenu HMHPOPMALMOHHBIX CHUCTEM JOJKHBI OBITH O3HAKOMJIEHBI C
Hacrosimen MHcTpykuumeit 10 Hagana paboThl B MH()OPMAIIMOHHBIX CUCTEMAaXx O] MOAIKUCH.
OO0s13aHHOCTH IO OpPraHU3alMU O3HAKOMJICHHUSI TOJIb30BaTeneil ¢ HacTosmel MHcTpykuueit
BO3JIaraeTcs Ha OTBETCTBEHHOro 3a opranuzaunuio obpabotrku IIJJH B AHO O «llapk
«[Tatpuot» um. I'epost PO Cepadumona M.B.».

2. OO0mmii MOPsIT0K OPraHU3alUM AHTUBUPYCHOM 3alIUTHI
2.1.  AwntuBupycnoe I1O ycranaBnuBaercs Ha Bce CBT, Bxoasmume B cocras
UHPOPMAIIMOHHBIX ~ CHCTEM s NPEJOTBpAICHUS  3apaKEHUS  BPEIOHOCHBIMU
KOMIIBIOTEPHBIMM Mporpammamu (Bupycamu) (nanee — BpeoHocHbeIM [10) uepe3 chemHbIe
HOCUTENU WH(GOPMALIMM WM CETeBble MOJKIIOUEHHUS, B TOM YHCIEe K CeTsM OOUIero
NOJIB30BaHMs (BIOXKEHHSI SJIEKTPOHHOM MOYTHI, BeO- U IpyrUe CEPBUCHI) U MEXTyHAPOTHOTO
uHpopmarmonHoro oomena (Mutepher).



2.2. K wucnonp3oBaHui0 B HMH(OPMALMOHHBIX CHCTEMax JAONYCKAIOTCS TOJIBKO
JMILCH3UOHHBIE CPEJICTBA AHTUBUPYCHOM 3aLIUTHI, MPOIIECIIINE B YCTAHOBICHHOM IOPSIKE
nporenypy cepTudukanuy CpeacTB 3aUThl HHPOPMAIMH 10 TPeOOBAaHUSIM OE30MaCHOCTH
MH(pOpPMaLIUH.

2.3.  Ha Bce mpumeHseMble B UHPOPMAIIMOHHBIX CUCTEMAX CPEACTBA aHTUBUPYCHOI
3alUThI JOJKHBI ObITh JOKyMeHTHI, moaTrsepxkaatone npasa AHO JIO «Ilapk «Ilatpuor»
uM. I'epost PO Cepadumora M.B.» Ha uX HCNONb30BaHUE U JNEHCTBYIOIIME CEPTUDUKATHI
OCTOIK Poccun.

2.4.  AnmunHHcTpaTtop 0€30macHOCTH 0OecreunBaeT OpraHM3alMi0 aHTHBHPYCHOM
3amuThl MHpopMmaunoHHbIX cucteM B AHO JIO «Ilapx «Ilatpumor» um. I'epos PD
Cepadumona M.B.».

2.5.  AaMuHHCTpaTop 0e301acHOCTH OCYIIECTBIIAET YCTaHOBKY,
KOH(UTypUPOBAaHUE U YIPABIECHUE CPEACTBAMH aHTUBUPYCHOM 3alIUThl HH()OPMAIIMOHHBIX
cuctem B AHO J10 «llapk «Ilatpror» um. I'epost PO Cepadumona M.B.» B cooTBeTCTBHH €
DKCIUTyaTallMOHHOW JOKyMeHTanuel Ha aHtuBupycHoe 110, a Taxke HaneKHOE XpaHEHUE
ATAJIOHHBIX KoMl anTuBupycHoro I10.

2.6. [Tonb3oBaTenu MHGOPMALMOHHBIX CUCTEM SIBIISIOTCS OTBETCTBEHHBIMHU 32
€XKEJHEBHbI KOHTposb Ha cBoux APM wu cBoeBpeMeHHOEe UWH(GOPMHUPOBAHUE
aZIMUHHUCTpaTOopa O€30macHOCTH B ciyyae oOHapykeHusi BpenoHocHoro [IO wmm mnpu
HOSBJIEHUM MHBIX MPEeayNpeKJAIoNMX COOOIMEHN CpeACcTB aHTUBUPYCHOW 3alUThI
(ucTeyeHUs1 cpoKa JIMIICH3MH, O HEAKTYaJIbHOCTH 0a3bl JAHHBIX IMPU3HAKOB BPEIOHOCHBIX
KOMITBIOTEPHBIX MPOrpaMM (BUPYCOB) U T.I1.).

2.7. Kontpons Hax paboToi moJb30BaTedsl WHPOPMAIMOHHBIX CHCTEM IIO
IIPUMEHEHHIO Ha HEMOCPEACTBEHHBIX APM CcpencTB aHTUBUPYCHOW 3aILUTHI OCYIIECTBIISAET
aJMUHHUCTPATOp OE30MacHOCTH.

3. Peaqm3zanus aHTUBHPYCHOM 3alIIUTHI

3.1.  AwntuBupycHoe IIO nomkHO 3amycKaTbCcsi aBTOMAaTUYECKHM MpPU CTapTe
onepanmonHon cucteMbl CBT wuHboOpManMOHHBIX cuUCTEM W (QYHKIIMOHUPOBATH JI0
3aBepIlEHUs padOThl ONIEPAIITOHHON CUCTEMBI.

3.2. Tlonmp3oBarensiM HMHPOPMALMOHHBIX CHUCTEM 3ampeniaercss OJIOKHpPOBATh,
MU3MEHATh HACTPOMKHU U BBITpYykaTh aHTUBUpYycHOE [1O Ha cBoux APM.

3.3.  AHTUBUpYCHas TpOBEpKa JOJDKHA OCYIIECTBISATHCS [UIA  CIEIYIOIIUX
00BEKTOB:

— (aiinoB 3arpy3Ku — pu 3arpy3Ke ornepauoHHON CUCTEMBIL;

— CUCTEMHOT0 M MPUKIAAHOIO MNPOrpaMMHOIO OOECHedeHHUs, HCIOIHAEMBIX
¢aitioB — B aBTOMaTUYECKOM PEKHUME B TIEPHO/T ceaHca paboThI;

- nocTynaromeil uHpopMalMu 10 KaHalaM [epeAayd JaHHbIX — B
ABTOMATHUYECKUM PEXKUME, 10 OTKPHITHS HHPOpMaALMU (3aMycKa UCTIONHAEMBbIX (DaiisIoB);

— uH(pOpPMAaLIUY, MOCTYMAIIEH HA ChEMHBIX HOCHUTENSAX — MPHU MOAKIIOUYEHUU
CBEMHOI'0 HOCUTEJIS K TEXHUYECKOMY CPEJICTBY;

— UCXOAAIIEeH HHPOPMAIK — HETIOCPECTBEHHO MEpe]l €€ OTHPaBKOH (3amuchio
Ha CbEMHBIN HOCUTENh);

- YCTaHABIMBAEMOr0  (M3MEHSEMOT0) NPOrPaMMHOIO  OoOecreuyeHus  —
HEMOCPECTBEHHO Iepesl YyCTaHOBKOM;

— MAIlMHHBIX HOCHUTESIX WH(pOpManuy, ycTraHoBleHHBIX B kopnyc CBT
(HaKOMUTEIN Ha )KECTKHUX JUCKAaX) — HE pexKe OAHOTO pas3a B HEJEINIO.

3.4. Jlroboe ycraHaBiuBaeMoe (OOHOBIsIEMOE) MpPOrpaMMHOE OOECTICYCHHE B
UHPOPMAIIMOHHBIX CHCTEMax MpoBepsieTcs Ha oTcyTcTBUE BpenoHocHoro 1O g0 momenTa
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yctaHoBKH. [locne ycTaHOBKM Wi OOHOBJIEHHS] IPOrPAMMHOI0 OO€CTeueHus: MPOBOIUTCS
MIOBTOPHAsl aHTUBUPYCHAs IIPOBEPKA.

3.5. AnmuHHCTpaTop 0€30MacCHOCTH MPH YIPABICHUH CPEICTBAMHU aHTHBHPYCHOM
3aIUTHl UHOOPMALIMOHHBIX CUCTEM 00€CTIeUnBAaECT:

— YCTaHOBKY, HACTpOWKYy, yhpaBieHHEe KoH(purypanumed © JOTHYECKOU
CTPYKTypo#l Bcero antuBupycHoro 110;

- YCTAaHOBKY W OOHOBJIEHUE JIMLIEH3MOHHBIX KIIIOYEH CPEICTB aHTUBHUPYCHOMU
3aIUTHI;

— YCTAaHOBKY  OOHOBJEHUN  0a3bl  JaHHBIX  IMPU3HAKOB  BPEJOHOCHBIX
KOMIBIOTEPHBIX POrpaMM (BUPYCOB);

— OrpaHHYEHUE J0CTYMa MoJib3oBareneil Ha APM k HacTpoiikaM yCTaHOBJIEHHBIX
CPEACTB aHTUBUPYCHOM 3aILNTHI;

— HACTPONKY pacChbUIKM coobmeHuit 00 obHapyxkeHuu BpenonocHoro 110, o
cOosix B paboTe CpeaCcTB aHTUBHUPYCHOW 3aIllUTHI, O HEOOXOIWMOCTH OOHOBIJICHHS Oa3bl
JMAHHBIX TPU3HAKOB BPEJIOHOCHBIX KOMITBIOTEPHBIX MPOTpamMM (BUPYCOB) | T.I1.;

— BHEIUJIaHOBYIO MpoBepky APM, chbeMHBIX MAaIlIMHHBIX HOCUTENEH HHPOpMaluu
B Clly4dae MoJA03peHusl Ha Hannuue BpenonocHoro [10;

- BOCCTaHOBJIEHHE  pabOTOCMOCOOHOCTH  TPOTPaMMHBIX  CpPEACTB U
WH(OPMAIIMOHHBIX MACCUBOB, TTOBPEXKACHHBIX BpeIOHOCHBIM [10;

- pemieHre MpoOjeM, BO3HUKAIOIIMX B IIPOLIECCE HCIIOIB30BAHUS CPENICTB
AHTHUBUPYCHOM 3aIIUTHI.

3.6. AnMuHuCTpaTOp 0€30MaCHOCTH OCYIIIECTBIISIET HACTPONKY PETUCTPAIK COOBITUI
UH(OPMAIIMOHHOW 0€30MacHOCTH CPEJCTB AHTHBUPYCHOW 3alllUThl HMH(OPMAIIMOHHBIX
CUCTEM, BKJIIOYasl:

- O0TKa3 paboOTOCIOCOOHOCTH  CPEACTB AHTHUBUPYCHOM 3alIUThl MU HX
KOMITIOHEHTOB;

- oOHapyxeHue BpegonocHoro I10;

- M3MEHEHHUE JTI00BIX TEKYIIUX HACTPOEK CPEJICTB AaHTUBUPYCHOM 3alUTHI;

— YCTAaHOBKA U PACIpPOCTpaHCHHE OOHOBJICHUN 0a3bl JaHHBIX MPU3HAKOB
BPEJOHOCHBIX KOMITBIOTEPHBIX MTPOrpaMM (BUPYCOB).

XKypHaibl peructpanuu CoObITHI CpecTBa aHTUBUPYCHOM 3alIUThl HH()OPMAaLIMOHHBIX
CUCTEM JIOJIKHBI OBITh IOCTYITHBI [ OTIEPaTUBHOIO aHANIM3a B TeueHue 1 Mecsiia ¢ MOMEHTa
perucTpamu CoObITHS.

4, Oo6HoBJIeHHEe 0a3bl JTaHHBIX NPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX
nporpamMmm (BUPYyCOB)

4.1.  ba3bl 1aHHBIX IPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTPaMM (BUPYCOB)
CPEIICTB aHTUBUPYCHOW 3aIIUThI MHGOPMAIIMOHHBIX CUCTEM ABTOMATHYECKH OOHOBIISIFOTCS
Ha €XEeJHEBHON OCHOBE U3 IOBEPEHHBIX HCTOYHUKOB.

4.2. AnMuHHCTpaTOp 0€30MacHOCTH HE peke 1 paza B JieHb MPOBOIUT KOHTPOJIb
oOHOBJIeHHS 0a3 TaHHBIX MPU3HAKOB BPEJOHOCHBIX KOMITBIOTEPHBIX MPOTPamMM (BUPYCOB).

S. IMopsinok neiicTBUiA NPU 00HAPY’KEHNUH BPEeIOHOCHOIO
NMPOrpaMMHOI0 o0ecrnevYeHnst
5.1.  IIpu obHapyxeHuH BpeaoHOoCHOro I10 Ha CheMHBIX HOCUTENSAX, B AIEKTPOHHBIX
OTNpABJICHUSAX WM TpPU TIOCEIIEHUH pecypcoB ceTu HHTepHET moJib30BaTelb
MH(OPMALIMOHHBIX CUCTEM 00s3aH:



— NPUOCTAHOBUTH PA0OTy C HUCTOYHUKOM YIpo3bl (CbEMHBIM HOCHUTENIEM,
AIIEKTPOHHBIM OTIIPaBIICHUEM, WNurtepHet-pecypcom), UHBIE paboThI Ha
aBTOMATU3UPOBAHHOM paboUYeM MECTE HE 3aIpellatoTcs;

— COOOIINUTh aIMUHUCTPATOPY O€30macHOCTH 00 OOHApYKEHHH BPEIOHOCHOIO
MPOTrpaMMHOI0 00ECIICUEHNS,

— OpPUHIATH MEphl 10 JIOKANU3allud U yAaleHuto BpeaoHocHoro 10O,
PEKOMEHI0BAHHbBIE aIMUHUCTPATOPOM 0€30MTaCHOCTH.

5.2.  Ilpu obHapyxenuu BpenoHocHoro 10 B nmpouecce 00paboTku nHGOpMAIHH, 3a
UCKJIIOYEHUEM MYHKTa 5.1, mosib30BaTens 00s3aH:

— MIPUOCTAHOBUTH Bce paboThl HAa APM,

— COOOIIUTH aIMUHUCTpATOPYy Oe30macHOCTH 00 OOHAPYXKEHUH BPEIOHOCHOTO
MPOTrpaMMHOI0 00ECTIICUeHNS,

— OPUHATH MeEphl 10 JIOKAIW3allMM M yjAaleHuto BpeaoHocHoro I1O,
PEKOMEHI0BAHHbBIE aIMUHUCTPATOPOM 0€30MTaCHOCTH.

5.3. Anmunauctpatop Oe3omacHOCTH 10 (HaKTy COOBITHH, MPETyCMOTPEHHBIX
nyHkTamMu 5.1, 5.2 NOMKEeH 3aperucTpupoBaTh BUPYCHYIO aTaky B JKypHaje COOBITUI
0€30MacHOCTH B  COOTBETCTBUM ¢ VHCTpykuued 10  YHpaBiICHHIO COOBITHSIMU
uH(popmannoHHou 6e3onacHoctu nHGopmarmoHusx cucreM B AHO JIO «Ilapk «IlatpuoT»
uM. ['epos P® Cepacdumora M.B.».

54. Ilpu  obOnapyxenuu  BpemoHocHoro IO  Ha  cepBepHOM WM
TEJIEKOMMYHUKAIITMOHHOM O0OpPYOBAHUH aIMUHUCTPATOP OE30MACHOCTH 00sI3aH:

— HEMEJIEHHO COOOIIUTh OTBETCTBEHHOMY 3a opraHu3anuto oopadotku [11x 06
0OHapy>KEHUHU BPETOHOCHOTO MPOrPpaMMHOT0 00ECTICUEHNUS;

- IIPUHATH MEPHI 110 JIOKAIW3ALUN U yaajieHuto BpenoHocHoro 110, a taxxe no
BBISIBJICHUIO UCTOYHUKA U CrIoco0a MPOHUKHOBEHUs BpeaoHocHoro [10.

5.5. B ciyuyae HEBO3MOXXHOCTH yaayeHus BpemoHocHoro [10, amMuHucTparopy
0€30MaCHOCTH CJIEAyeT OOpaTUThCA B OPraHMU3alMI0, OCYIIECTBIISIONIYIO TEXHUYECKYIO
MOJJIEP’KKY CPEJCTB AaHTUBUPYCHOM 3auThl. [Ipu nepenave oOpa3oB 3apakeHHbIX (aiiios,
a TakkKe INpU NpPeJoCTaBiIeHMH HHGPOpPMAIMK O BUPYCHOM aTake B OpraHU3aluIio,
OCYLIECTBIISIFOIIYI0O ~ TEXHUYECKYIO MOJAEPKKY CpPEICTB  AHTUBUPYCHOM  3aLIUTHI
uHpOpMalMM,  JOJDKHBI  OBITh  CcOONIOEHBI  TpeOOBaHUS  KOH(UIEHIUATBHOCTU
obOpabartsiBaeMbix [1/1H B nH(GOPMAIIMOHHBIX CUCTEMAX.

6. Oo6s13aHHOCTH NOJIB30BaTe el ”HPOPMALMOHHBIX CHCTEM

6.1. IIpu pabore B MH(OPMAIIMOHHBIX CUCTEMAX MOJIb30BATENN 00SI3aHbI:

— BECTH €)KEJIHEBHBIN KOHTPOJIb HaJl pab0TOI CPEICTB AaHTUBUPYCHON 3aIlIUTHI,

- IPOBEPATH BIIOKEHUS SJIEKTPOHHOM IOYTHI, CbEMHBIE MAIIMHHBIE HOCUTENN
uH(pOpMaLIUY NIepes] HayauoM padoThl Ha MpeaMeT Hainuuus BpeaonocHoro I10;

— HEMEJIEHHO YBEIOMJIATh aIMUHUCTPATOpa 0€30MaCHOCTH MPH MOJ03PEHUN Ha
3apaxenue APM BpenonocHbiM I1O (MemieHHas paboTa NMpu OTKPBITUM MPUIOKEHUH,
gacroe 3aBucanue [10, caMonpon3BoIbHBIN NIepe3aryck, coOou B paboTe), Mpu 0OHApYKEHUN
BpeaoHocHoro IO (coolmieHre Ha SKpaHE MOHHMTOpA O HAJIMYUHU BUpYCa), a TaKXKe MpU
NOSIBJICHUM JIIOOBIX MPEIyNpekKIaronInX COOOUICHUN CpeICTB aHTUBUPYCHOM 3alUThI
(McTedeHus: CpoKa JHUICH3UH, O HEaKTyaJbHOCTH 0a3bl JAHHBIX MPU3HAKOB BPEIOHOCHBIX
nporpaMm (BUPYCOB) H T.IL.).

6.2. [Tonb3oBatensam HHGOPMAITMOHHBIX CUCTEM 3alperiacTcs:

— OTKJIIOYaTh, U3MEHATh HACTPOWKH U BBITPYXaTh aHTUBHpYcHOe [10 Ha cBomx
APM,;



— CaMOCTOSITEIbHO ~ OCYIIECTBJIATh TNoAKItoueHue (otkimtouenue) APM
JIOKaJIbHOW BBIUMCIUTENBHON CETH, ycTaHaBnuBaTh (yaanars) [10, obopynoBanue;

- ucnosb3oBath HeszaperucrpupoanHble B AHO JIO «Ilapk «Ilatpuor» nm.
['epost PO Cepadumora M.B.» mammnaHbie HOCUTENU HH(DOpMaLIUH;

— OpoJoKaTh OO0pabOTKY MEpPCOHANBHBIX [AaHHBIX W HWHbIE pabOThl MpHU
obHapyxenuu BpegonocHoro [10 B mpormecce 06paboTku nHDOpPMAIIUH.

7. OTBeTCTBEHHOCTH

7.1.  Tlomp3oBaTenn MH(POPMAIIMOHHBIX CUCTEM JIODKHBI OBITH MPEAYNPEKIASHBI 00
OTBETCTBEHHOCTH 32 HEBBINIOJIHEHUE TpeOoBaHUM HacTosAel MHcTpykuuu.

7.2.  Pabornuku AHO JIO «Ilapk «Ilatpuor» um. I'epost P® Cepapumona M.B.»
HECYT OTBETCTBEHHOCTh 3a HEHAJUIeXKalllee WCIOJHEHHE WIM HEUCHOJHEHHE CBOMX
00s13aHHOCTEN, TPEeNyCMOTPEHHBbIX Hacrosimed MHcTpykuuel, B COOTBETCTBUU C
JIEMCTBYIOIIMM 3aKOHOIaTenbCcTBOM Poccniickont denepanuu.



[Ipunoxenue

K MWHCTPYKUMHM IO AHTHUBUPYCHOW 3alllUTe
WH(OPMAIIMOHHBIX CHUCTEM IEPCOHAIBHBIX
JaHHBIX ~ ABTOHOMHOW  HEKOMMEPUYECKOMH
OpraHMU3aIiy TOTOJHUTEIHHOT0 00pa30BaHuUs
«BoeHHo-mmaTpuoTHYECKHi mapk PecryOmuku
bamkoprocran «llarpuor» wumenn I'epos
Poccuiickoii denepanuu Cepadumona
Makcuma Biiagumuposuuay

PexomMenaanmnu 1o 3amure KOMIbIOTEPa 0T NPOrpaMmM-mn(GppoBaIbIIHKOB

1. O0mme pekoMeHalUH

1.1.  He oTkpbIBaiiTe MOYTOBBIEC BIOKEHHS OT HEU3BECTHBIX OTIIPABUTENCH.

B OosblIMHCTBE Cily4aeB MpPOrpaMMbI-IIM(PPOBAIBIIMKY PACIPOCTPAHAIOTCS 4Yepe3
IOYTOBbIE BJIOXEHMs. 3ajada 3JIOyMBIIUIEHHUKAa — YOEAUTh I0JIb30BATENsl OTKPHITH
BJIOKEHHUE W3 IHCHbMA, IOITOMY TEMBI IIHCEM COJEP/KaT YIpo3bl: YBEJOMIIEHHE OT
apOUTpaKHOTO Cy/ia 00 UCKE; UCTIOTHUTENIBHOE TPOU3BOJICTBO O B3bICKAHUH 33J0JKEHHOCTH;
BO30Yy’KJI€HUE YTOJOBHOIO Jieja U TOMY MO00HOE.

[Ipu »TOM BpEOHOCHBIMH MOTYT OKa3aThCsl HE TOIbKO (aitnel popmara EXE. Tak xe
ObUIM Cllydad 3apa’keHUs KOMIIBIOTEPOB NPU OTKPBITUM CHELHMAIbHO C(HOPMUPOBAHHBIX
3n0yMblIeHHuKamMu QaitnoB popmaroB DOC u PDF.

1.2. CBoeBpeMEHHO OOHOBJISIITE aHTUBUPYCHBIE 0a3bl, ONEPALMOHHYIO CUCTEMY U
JpYTrHe MporpaMMBl.

PerynspHo oOHOBisAWTe Ball aHTHUBUPYC. Bmecte ¢ aHTHBUpYCHBIMH Oa3zaMu
OOHOBJISIIOTCA TPOrPaMMHbBIE KOMIIOHEHTBI, YJIY4YIIAIOTCA CYIIECTBYIOUIME (DYHKIMH U
N00aBIIAIOTCS HOBBIE. A TaKKe yCTaHABIMBaiTe OOHOBIEHUS JUIsl ONIEPALIMIOHHON CUCTEMBI U
JPYTUX IPOrpaMM, KOTOPBIMU BBI I1OJIb3YETECH.

1.3. PerymsapHo co3naBaiiTe pe3epBHble KomMi (alJoB W XpaHUTE HX BHE
KOMIIBIOTEpA.

XpaHUTe pe3epBHBIE KOIIUK BHE KOMIIbIOTEPA (HAIIPUMED, HA ChEMHBIX HOCUTENSAX HUIIH
B «00JIaYHBIX» XPAaHUJIMUIIAX) U B 3amIMPpoBaHHOM BHje. Takum oOpaszom, ¢ainbl OyayT
3alllMIIEHbl HE TOJIBKO OT MPOTrpaMM-IIH(PPOBAIBIIMKOB, HO U OT OTKa30B KOMIBIOTEPHOU
TEXHHKHU.

1.4.  HactpoiiTe 10oCTyI K OOIIUM CETEBBIM IaIrKaM.

Ecnu Bl ucnonb3yere o0miMe ceTeBble MaNKH, PEKOMEHYETCsl CO3[aTh OTAEIbHYIO
CETEeBYIO MANKy U KaXJOoro mojb3oBaTelns. [Ipum 3ToM mpaBa Ha 3amuch JOJDKHBI OBITH
TOJIBKO Y BJIaJiefiblla Manku. Takum oOpazom, IpU 3apaKEHUH OJTHOTO KOMIIbIoTepa (aissl
OynyT 3amm@poBaHbl TOJIHKO B OJHOM ceTeBOM marnke. B mpoTUBHOM cityuae, 3apakeHUE
OJIHOTO KOMITBIOTEPA MOKET MPUBECTU K MIN(POBAHUIO BCEX JOKYMEHTOB Ha BCEX CETEBBIX
Nankax.

2. PexomMeHnanmnu no HacTpoiike napaMeTpoB KOMIbIOTEpPa

2.1. B cocrtaB oneparmonnbix cucteM Windows BXOJIUT clyk0a 3allUThl CUCTEMBbI
Ha BCEX JIMCKaX, KOTOpas co3AaéT pe3epBHbIC KOMUH (ailloB U MaroK BO BPEMs apXUBaLlUU
WIA CO3/IaHUSI TOYKHM BOCCTAHOBIIEHHUS cucTeMbl. [lo ymomyanuio 3ta ciyxba BKIIOUYEHA
TOJIBKO JUISl CHCTEMHOTO pa3zeinia. PekoMeHayeTcs BKIIOUUTD CIY>KOY JUIsl BCeX pa3fielioB.

3. Yro genarb, eciau (pailiabl 3al1M(ppoBaHbI

3.1.  Ecnumy Bac ycTaHOBIIECH KaKOWH-THOO aHTUBUPYCHBIM MPOIYKT, TO B HACTPOIKaxX
napaMeTpoB ATOTrO MPOYKTa BRIMOIHUTE CIAEAYIOLIEE:

- OTkII0YuTe AaBTOMATUYECKOE YyJaJeHHEe OOHAPY)KEHHBIX BPEJOHOCHBIX
00BEKTOB;



- Ycranosure nevictBue [lomecTuB ¢aiin B KapaHTHH.
[Ipumedanue: peKOMEHAYETCS He yAalusiTh OOBEKThl M3 KapaHTHHA, TaK Kak B

HEKOTOPBIX CIy4asiX BpEAOHOCHBIE (hailiibl MOTYT COJIEPKATh KIFOUH, KOTOPBIE MOTYT IIOMOYb
IpH paciIupoBKe.

3.2.  Ynmamure BUpYC.
Ecmu y Bac He YCTaHOBJICH KaKOW-THOO AHTUBUPYCHBIA MPOAYKT, TO IMPOBEIUTE

MOJIHYIO MPOBEPKY MPHU MOMOIIH OECIUIATHBIX MPOrPaMM.

3.3.  Cospnaiite konuu 3amu(ppoBaHHBIX (HaNUIIOB.

3.4.  TlombITaiiTeCh BOCCTAHOBUTD (pailIbl:

- Jlns mone3oBatenein Windows 8;

- Jlns mone3osatenein Windows 10.

3.5. Bocnonp3yiiTech yTUIUTaMU AJI1 aBTOMaTHUECKOM paciinpoBku (aitos:

- VYrummura RectorDecryptor;

- Vrunura XoristDecryptor;

- VYrunura RakhniDecryptor.

BHUMAHMUE! Ilepen 3amyckoM YTHIIMT CO3/IaiTe KOTUU (HaIIOB.

4. Cnmcoxk  MecT, TrAe MOIYT Haxoautbess  (ailabl mporpamm-

mudpoBaATBIINKOB.

4.1.
[ J

4.2.

4.8.
4.9.

APPDATA:

OC Windows:

Juck:\Documents and Settings\%UserName%\Application Data\
%USERPROFILE%\Local Settings\Application Data

TEMP (BpeMeHHBII KaTaJor):
% TEMP%\??????22.tmp\ (mpumep: temp\vuma35a5.tmp)

% TEMP%\??????7?\ (mpumep: temp\pcrdd27)

%WINDIR%\Temp

Bpemennsiii katanor Internet Explorer:

OC Windows: %USERPROFILE%\Local Settings\Temporary Internet Files\
Pa6ouwii croi: % UserProfile%\Desktop\

Kop3suna:

Juck:\Recycler\

Juck:\$Recycle.Bin\

CuctemHBIi KaTajaor

%WinDir%

%SystemRoot%\system32\

Karanor 10KyMEHTOB IOJIb30BaTEIIS

%USERPROFILE%\Mou noxymeHTbI\

%USERPROFILE%\Mou noxymentsi\Downloads

Karanor s ckaunBanus Qaiinos B Be6-Opaysepe: %USERPROFILE%\Downloads
Karasnor aBTO3arpy3KH: %USERPROFILE%\I naBHOE

menro\[Iporpammei\ABTO3arpy3ka


https://support.microsoft.com/ru-ru/help/17128/windows-8-file-history
https://support.microsoft.com/ru-ru/help/17143
https://support.kaspersky.ru/viruses/disinfection/4264
https://support.kaspersky.ru/viruses/disinfection/2911
https://support.kaspersky.ru/viruses/disinfection/10556

